SECON-DELTA

Position: Information System Security Officer (ISSO), Level Il

Location: Ft. Meade, MD

Security Requirement: Active TS/SCI clearance with full scope polygraph
Certification Requirement: IAM Level 1 (Security+ CE)

We are seeking an experienced ISSO to join our dynamic team. Candidates with the following
past performance will be a strong fit for this role. Provide support for a program, organization,
system or enclave’s information assurance program. Provide support for proposing, coordinating,
implementing, and enforcing information systems security policies, standards, and
methodologies. Maintain operational security posture for an information system or program to
ensure information systems security polices, standards, and procedures are established and
followed. Assist with the management of security aspects of the information systems and perform
day-to-day security operations of the system. Perform vulnerability/risk assessment analysis to
support security authorization. Provide configuration management (CM) for information systems
security software, hardware, and firmware. Prepare and review documentation to include System
Security Plans (SSPs), Risk Assessment Reports, Certification and Accreditation (C&A) packages,
and System Requirements Traceability Matrices (SRTMs). Support security authorization activities
in compliance with National Institute of Standards and Technology Risk Management Framework
(NIST RMF).

Brief Outline of Responsibilities:

e Provide support to senior ISSOs for implementing, and enforcing information systems
security policies, standards, and methodologies.

e Assist with preparation and maintenance of documentation.

e Assist in the evaluation of security solutions to ensure they meet security requirements for
processing classified information.

e Assist with Configuration Management (CM) for information system security software,
hardware, and firmware.

e Evaluate security solutions to ensure they meet security requirements for processing
classified information.

e Develop and maintain documentation for Security Authorization in accordance with
ODNI and DoD policies.

e Provide support to the Information Systems Security Manager (ISSM) for maintaining the
appropriate operational Cybersecurity posture for a system, program, or enclave.



e Plan and coordinate implementation of IT security programs and policies.

e Manage and control changes to the system assessing the security impact of those changes.

e Provide daily oversight and direction to contractor ISSOs.

e Interact with customers, IT staff, and high-level corporate officers to define and achieve
required Cybersecurity objectives.

Minimum Qualifications & Experience:

e Eight (8) years of combined work-related experience in the fields of IT, Cybersecurity or
security authorization required.

e Experience in at least two (2) of the following areas is required: knowledge of current
security tools; hardware/software security implementation; communication protocols; or
encryption tools and techniques.

e Familiarity with commercial security products, security authorization techniques, security
incident management, and PKI and authorization services.

e Bachelor’s degree in Computer Science, Cybersecurity, or IT Engineering is required. In
lieu of a Bachelor’s degree, four (4) additional years of experience may be substituted for a
total of twelve (12) years.

e DoD 8570 compliance with IAM Level | is required. ComTIA Security+ CE certification,
preferred.

At SECON-DELTA, we understand the unique challenges faced by government agencies in
protecting their sensitive data and infrastructure. Our team of seasoned experts, armed with
extensive knowledge and experience, stands ready to provide security solutions tailored
specifically to our customer’s requirements. SECON-DELTA is a Service-Disabled Veteran
Owned Small Business (SDVOSB) that strives to become the provider of choice within the
government and commercial sectors by leading the development, testing, integration, operations
and data analytics of our customer-based mission systems.

If you bring the unique experience and expertise we're looking for and are excited to commit
your time and energy to building a strong team with us, we invite you to submit your resume. In
return, here’s what you can expect as a valued member of our team.

What we Offer
SECON-DELTA offers competitive salary and benefits packages that best suit your needs.
e Over 5 weeks of paid leave — 3 weeks personal leave, 11 paid holidays, & 2 floating
holidays
e Company 401(k) contribution vested on day one
e $3,000 annual professional development/tuition
e 100% company funded Health Reimbursement Account (HRA)
e Group medical insurance that are FSA/HSA compatible with partial company contribution
e Group dental & vision insurance
e 100% company funded Life, LTD, STD
e Employee Assistance Program (EAP)



e Monthly company lunches and other team events

Want to join our growing team?

We look forward to connecting with you! If this opportunity aligns with your experience and
goals, please send us your resume to info@secon-delta.com and someone from our team will be
in touch to discuss next steps. Please note an Active TS/SCI with full scope poly and IAM Level |
certification are required. Only candidates with the correct security clearance and certifications
will be reviewed.

We are an equal opportunity employer and value diversity at our company. We do not
discriminate on the basis of race, religion, color, national origin, gender, sexual orientation, age,
marital status, veteran status, or disability status.



